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Exploration	and	Practice	of	Online	Teaching	
Mode	for	“Three	Preparations	Before	Class,	Five	
Channels	in	Class	and	Five	Tracking	after	Class”
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Abstract: Aiming at the characteristics of huge knowledge points, strong practicality and diversity 

of software security course, adhering to the “Π” scheme for emerging engineering education, 

based on Tencent classroom, Tencent conference and Lan ink cloud class, and guided by BOPPPS 

teaching model and deep learning theory, “three preparations before class, five channels in class 

and five tracking after class” is proposed. Three preparations before class and five tracking after 

class serve the five channels in class. Five channels in class take live teaching as the core, and 

teach students knowledge through five channels. Practice has proved that this mode can effectively 

solve the problem of teaching a large number of knowledge in limited class hours, improve 

students’ practical ability and enhance the effect of classroom teaching.
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1 Introduction

To prevent COVID-19 from spreading, in accordance 
with the deployment of the Ministry of education [1], 
we started online teaching. Online teaching “for us is 
the first time, how to achieve the quality of classroom 
teaching, curriculum standards, become the primary 
problem we have to think about. 

Software security course, as an emerging engineering 
education professional course of cyberspace security, 

has strong comprehensiveness and huge knowledge 
points, and is seamlessly connected with network 
security, information content security, computer system 
security and other courses [2]. The teaching content of 
the course [2-3] is shown in Fig. 1. Software security is 
also a very practical course [2], and its teaching ideas 
are shown in Fig. 2. At the same time, the practical 
operation of software security is diverse. Each specific 
operation has a great relationship with the system 
structure. Different system structures have different 
problems and operation methods.

In the face of such a huge curriculum knowledge 
system, in the limited course hours, the theoretical 
knowledge should be well taught to the students. At the 
same time, how to solve the problem of the diversity of 
curriculum practice is an urgent problem to be solved. 
This is not only a challenge to the teaching work of this 
course, but also an opportunity for teaching reform. 
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‘Π’ scheme of emerging engineering education 
proposed by Harbin Institute in 2020 means that 
emerging engineering education should build a 
student-centered education circle. BOPPPS teaching 
model, proposed by instructional skill workshop 
(ISW) in Canada, is widely used in North American 
universities [4-8]. It emphasizes effective teaching with 
students as the center, that is, effective and efficient 
teaching. Deep learning is introduced from the field of 
artificial intelligence to the field of education, which 
is a learning state achieved by learners in the teaching 
process. It is mainly reflected in the high enthusiasm 
of learners’ learning attitude, the mastery of learning 
methods, and the knowledge transfer in learning results 
to solve practical problems [9-10]. Based on BOPPPS 

teaching model, student-centered and deep learning 
oriented teaching scheme of software security course is 
designed to realize high-quality online teaching.

2 Online teaching scheme

According to the characteristics of the course and 
teaching content, combined with the characteristics 
of the online teaching platform, teaching mode of 
software security course is planned and gradually 
improved in teaching practice. The formulation of 
online teaching scheme of the course adheres to the 
principle of “student-centered” and deep learning: for 
the huge content of the course, the self-study guidance 
is realized, and the micro lesson video and courseware 
are distributed through the Lan ink cloud class, so that 
students can learn more knowledge in class. Aiming at 
the strong practicality and diversity, through the flipped 
classroom based on Tencent conference, each student 
can participate in practice and learn more knowledge 
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Fig.2 Teaching ideas of software security course.
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and experience from each other; At the same time, 
through the test in class deployed in the Tencent class 
to understand the students’ learning situation, so as to 
modify the learning arrangement; Through the cloud 
class to achieve tracking students’ learning effect, 

learning situation supervision after class. The teaching 
scheme of the course can be summarized as “three 
preparations before class, five channels in class and five 
tracking after class”, as shown in Fig. 3.
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Fig. 3 Online teaching scheme of software security course.

2.1 Preparation before class  –  “three 
preparations before class”
The preparation before class can be summarized 
as “three preparations before class”, which mainly 
includes the selection of teaching platform, the 
production of teaching resources and the preparation of 
teaching plan.

1) Selection of teaching platform.
Based on the stability and fluency of Tencent 

classroom, the convenience of test and practice in 
class, the stable and smooth and good interaction of 
Tencent meeting, as well as the convenience of learning 
tracking and operation management of cloud class, the 
three platforms are combined in online teaching. Based 
on the teaching platforms selected, classroom design is 
improved to adapt to online teaching.

2) Production of teaching resources. 

Making micro lesson, recording video, improving 
offline teaching courseware, and establishing exercise 
library for preview and homework, as shown in Fig. 4.

3) Preparation of teaching plan. 
Considering that online teaching relies on the 

stability of network, in order to ensure the teaching 
stability, recording video is sent to the students in 
advance. Meanwhile, the light broadcast of cloud class 
is opened to ensure that the teaching can be conducted 
by recording video and light live discussion when the 
network does not allow live broadcast.
2.2 Design of teaching sector – “five channels 
in class”
BOPPPS teaching model takes constructivism and 
communicative approach as the theoretical basis, 
emphasizes the student-centered teaching concept, and 
modularizes the classroom teaching process into bridge, 
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objective, pre-assessment and summary[3-4]. Based 
on this teaching model, we modularize the software 
security teaching sector into five channels, which are 
micro lesson preview, classroom teaching, classroom 
interaction, test in class and flipped practice classroom. 
It takes students as the center to convey knowledge to 
students.

1) Micro lesson Preview.
Preview has three functions: bridge, teaching 

objectives, pre-assessment. The content of software 
security course is huge. In order to enable students to 
master the course knowledge in limited class hours, 
the micro lesson video and courseware are released 
through cloud class before each course to clarify the 

learning content and objectives, and the pre-test is 
given at the same time. Use the learning situation 
analysis of cloud class, as shown in Fig. 5, to adjust the 
classroom content.

(a) Recording video (b) Micro lesson 

(c) Teaching courseware (d) Exercise library

Fig. 4 Production of teaching resources.

Fig. 5 Learning situation analysis based on cloud class.
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2) Classroom teaching. 
The course knowledge points are taught according 

to the preview results of micro lesson. The 
knowledge points with more errors in the pre-test are 
focused on.

3) Classroom interaction.
The purpose of classroom interaction is to guide 

students to participate in learning and improve the 

quality of classroom. The classroom interaction mainly 
includes discussion based on Tencent classroom, 
raising hands, rushing to answer, random selection 
and manual selection based on cloud class, as shown 
in Fig.6. According to the information provided by 
counselors before class, the manual selection focuses 
on students who have difficulty in learning and pays 
attention to them.

(c) Discussion based on Tencent classroom

Fig. 6 Classroom interaction.

(a) Random selection based on cloud class (b) Manual selection based on cloud class

 4) Test in class. 
Test in class can help teachers understand 

students’ mastery of current knowledge points 
in class in time, and it is a means of classroom 
evaluation. In the software security class, the 
test function of Tencent classroom is used. After 
explaining a knowledge point, the exercises of 

the knowledge point are pushed in time to test the 
learning situation, as shown in Fig. 7. According 
to the students’ answers, the progress of the live 
course and the content of the communication are 
adjusted. Test in class reflects the advantages of 
online teaching, that is, to master the learning status 
and knowledge of all students in time.
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Because practice system of each student is different, 
so the problems encountered in practical operation are 
various. By flipping in practice classroom, each student 
can learn the operation under different systems and 
master more practical operation knowledge.

Deep learning emphasizes students’ active learning, 
whose main characteristics are critical understanding, 
information integration, knowledge construction, 
intentional transfer and application, and problem-
oriented solution [9-13]. The design of teaching activities 
in deep learning can adopt task driven and problem-
based learning strategies. The five channel design in 
class adopts task driven strategy and problem-based 
learning strategy. For example, in the teaching of buffer 
overflow vulnerability, the basic concept and historical 
classic cases of buffer overflow are given through the 
preview of micro class. In classroom teaching and 
classroom interaction, the overflow demonstration of 
mrinfo command on Windows 2000 is given, which 
enables students to think about and complete the 
exploit method of windows system, so that students can 
internalize their knowledge.
2.3 Work after class – “ five tracking after 
class “
Work after class mainly includes online answering, 
homework assignment, brainstorming, post-test and 
teaching schedule adjustment, so as to realize the 
pre-assessment and summary of BOPPPS teaching 
model. Another important teaching activity supporting 

Fig. 7 Test in class.

5) Flipped practice classroom.
One of the advantages of online teaching is that 

it can change from the traditional teacher centered 
teaching to student-centered learning, and can realize 
classroom flipping. In view of the strong practicality 
and diversity of software security, in practice teaching, 
Tencent conference is used to perform flipped practice 
classroom. In flipped practice classroom, teacher 
explains knowledge points, students practice. And 
then the classroom is flipped, so that each student can 
explain the practice process and problems encountered, 
and teachers give comments, as shown in Fig. 8. 
Independent inquiry and learning communication 
are two important teaching activities to support deep 
learning [9]. The flipping of the practice classroom better 
realizes the independent inquiry and learning exchange 
activities. After the teacher arranges the topic, the 
students explore independently, think positively, and 
communicate with the teacher online in time when they 
encounter problems. When the classroom is flipped, 
students’ learning communication can effectively 
promote the occurrence of deep learning.

(a) Experiment 1

(b) Experiment 2
Fig. 8 Flipped practice classroom.
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deep learning is learning reflection [9]. Homework 
assignment, brainstorming and post-test can realize 
students’ self-evaluation, adjust their learning state, 
and promote the deep construction of knowledge and 

the generation of deep learning.
(1) Online answering mainly answers students’ 

questions through QQ and light live broadcast of cloud 
class, as shown in Fig. 9.

(a) Answers students’ questions through QQ

(b) Answers students’ questions through light live broadcast of cloud class

Fig. 9 Online answering.

(2) Homework assignment is designed to promote 
students’ understanding and digestion of what they 
have learned. Homework is arranged through cloud 
class, as shown in Fig. 10. Teachers can adjust the 
teaching progress according to the completion of 
assignments.

 (3) Brainstorming is arranged through the 
arrangement of cloud class, as shown in Fig. 11. 
Students are mainly allowed to actively think, fully 
express their opinions, deeply understand what they 

have learned and expand their knowledge on the basis 
of classroom learning.

(4) Post-test is mainly used to test the learning 
situation of students, and arranged through cloud class, 
as shown in Fig. 12.

(5) Teaching is adjusted according to the learning 
situation feedback data of cloud class, as shown in 
Fig. 13. Analyze the situation of students’ digestion 
and understanding, and adjust the teaching progress 
according to the difficulty of chapters.



2021154
计 算 机 教 育
Computer Education

3	 Teaching	effectiveness

Based on Tencent classroom, Tencent conference 
and cloud class, guided by BOPPPS teaching model 
and deep learning theory, the teaching effect of 
student-centered online course teaching mode “three 
preparations before class, five channels in class, and 
five tracking after class” is mainly reflected in three 
aspects:

Fig. 10 Homework assignment. Fig. 11 Brainstorming.

Fig. 12 Post-test. Fig. 13 Learning situation.

(1) It is a good solution to the effective learning 

of large teaching content in the limited class hours. 

Through the students’ post-test, the correct rate of 

students’ answers is more than 90%.

(2) Through flipped classroom, the students have 

achieved good results in practical application. Each 

student not only gets the practice exercise, but also 

presents the diversity of practice. Therefore, each 
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student understands the various situations of practice.
(3) For Bloom’s six levels of educational goals, 

namely, memorization, understanding, application, 
analysis, synthesis and evaluation, not only the basic 
goals of memorization, understanding and application 
have been achieved, but also the high-level goals 
of analysis, synthesis and evaluation can be fully 
implemented.

4 Conclusions

With Tencent class, Tencent conference and cloud class 
as the main teaching platform, the student centered 
online teaching model “three preparation before class, 
five channels in class and five tracking after class” has 
achieved good teaching effect. In the future, how to 
carry out the teaching of combining online and offline 
need to continue to explore.
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